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ABSTRACT

Field Programmable Gate Array (FPGA) is widely used in a variety of fields because of its ability to be programmed as
desired. However, when an externally implemented program is loaded on FPGA in the form of a bitstream, there is a
possibility that hardware Trojans which cause malfunctions or leak information may be included. For this reason, bitstream
reverse engineering is essential, and therefore related research has been conducted, such as BIL. In this paper, we analyze
the BIL bitstream reverse engineering tool, which is the most representative algorithm, regarding its performance and
limitations.
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Tile type: INT
PIP control set 1:

Bit offsets: 871, 1189, 1190, 1254, 1255, 1317, 1319

Bit values:
EL2MID1 -> IMUX_B27: 0x00000005
SW2MID1 -> IMUX_B27: 0x0O0000006
ER2BEG2 -> IMUX_B27: 0x00000009
EN2END1 -> IMUX_B27: 0x0000000a
EL2END1 -> IMUX_B27: 0x00000014
ER2MID1 -> IMUX_B27: 0x00000018
BYP_BOUNCE_SO -> IMUX_B27: 0x00000028
FAN_BOUNCE6 -> IMUX_B27: 0x00000044
BYP_BOUNCE1 -> IMUX_B27: 000000048

Fig. 3. Configuration database

Tile type : INT
PIP control set 82:

Bit offsets: 956, 958, 1082, 1083, 1086, 1087, 1149

Bit values:
LV18 =- LHO: ZEROED
LVO =- LHO: ZEROED
EL2BEG2 -> LHO: 0x00000001
EL2END2 -> LHO: 0x00000002
ES2MID2 -> LHO: 0x00000005
EN2END?2 -> LHO: 0x00000006

NE2END2 -> LHO: 0x00000048
NR2END2 -> LHO 0x00000060

Fig. 4. Representation of bit values (INT tile)
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INT_X20Y79 WS2MID2 -> IMUX_B9
INT_X20Y79 FAN_BOUNCE_N7 -> IMUX_BO
INT_X20Y79 NR2ENDO -> IMUX_B1
INT_X20Y79 FAN_BOUNCE_N7 -> IMUX_B36
INT_X20Y79 CTRL_BOUNCE_N3 -> IMUX_B37
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Fig. 5. Reversed XDL
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Table 1. Error rate for each sample
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case
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Coa 60 151 218 1,131 7473 | 15903 | 47.796 | 28,928 | 59,008 | 58473
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Lzl 0 0 0 0 54 8 100 73 144 58
recovered pip
Error rate 0 0 0 0 .0071 0005 002 .0025 .0024 .0009
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